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Stronger Counties. Stronger America.

Cyberattacks have been a thorn in the side of public and private entities for years, but the frequency of these attacks on
local governments has increased significantly. Join your peers in this 3-part interactive discussion on the changing
landscape of cyber risk, assessing your cyber readiness, and building your cyber defense playbook. This session will be cofacilitated by Rita Reynolds, the CIO of NACo, and Tim Rahschulte, the chief executive officer of the Professional
Development Academy and the chief architect of the NACo Cybersecurity Leadership Academy (www.naco.org/cyberskills).
From 1:00 to 1:45 – Part 1

From 2:00 to 2:45 – Part 2

From 3:00 to 4:00 – Part 3

This session will detail the fast-changing
landscape of cybersecurity, the increasingly
sophisticated attacks on county government,
the anatomy of a cyber breach, and what to
do about it all right now. In short, we will
provide expert perspectives on the good, the
bad, the ugly, and what’s possible when it
comes to defending security, safety, and
continuity of your county services.

This session will provide how-to guides to
assess the current level of readiness to defend
and protect the safety, security, and continuity
of your county services. Case based scenarios
and examples will be used to illustrate the
difference between perceived levels of defense
readiness and actual levels applied in practice.
Importantly, we will review all major threats to
better understand the surface of attacks against
business of county service continuity. From that
perspective, we can priority rank the high
impact/high probability risks and then align
defense plans and playbook details accordingly.

From understanding the threat landscape of
cybersecurity (Part 1) and the prioritized threats (Part
2), we can now focus on the details of policies,
procedures, and practices that accompany a cyber
defense playbook – a set of predefined standard
operating procedures (Part 3). For example, do you
know the first three things to do if you are in a
crowded county building and hear a fire alarm or hear
an announcement on the PA system notify you of an
imminent tornado? Of course you do. What if you get a
call from a staff member who says their computer is
not functioning and has a message on the screen that
says: All of your county personnel and customer data
files are encrypted and now unusable. I will provide an
encryption key to unlock all data files when 12 bitcoins
are paid to this account? What are your first three
actions? What does your cyber defense playbook say to
do? Detailing these steps and more toward building a
full playbook is the focus of this webinar.
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HOW’S YOUR YEAR GOING?

This year is like no prior year on record.

Bose Audio Sunglasses

YOUR CONNECTED DEVICES
What is the most connected device in your home?

Walabot Home
monitor

Wallflower
Smart Plug

LG Refrigerator

Regardless the source, SECURITY is the priority-1 issue . . .

1. Security (cyber, network)

1. New security threats

1. Cyber Security

Becoming aware of and fending
off cybersecurity issues are no
longer just an IT department
responsibility. Through proper and
frequent cybersecurity awareness
training, this is now the
responsibility of everyone in the
enterprise.

Headline-grabbing recent events
spark surprising new security
threats. Tech leaders are also
gearing-up for next-generation,
AI-driven cyber attacks.

2021 Top Ten technologies and
initiatives which are likely to
have an increased focus in the
next year.

•
•
•
•
•
•
•
•

2014: The year cyber danger doubled
2015: The year data breaches became intimate
2016: The year hackers stole the show with a cause
2017: The year hurricanes devastated land, data & trust
2018: The year privacy took center stage
2019: The year Ransomware Targeted State and Local Government
2020: The year the COVID-19 Crisis Brought a Cyber Pandemic
2021: The year Data Breach Numbers, Costs and Impacts All Rise

CYBERSECURITY READINESS IN COUNTY GOVERNMENT
From Baseline Awareness Assessments To Sophisticated Simulation Training
The GOOD

The BAD

The UGLY

The POSSIBLE

The need for cyber risk
preparedness is generally well
understood

Cyber threats are occurring
faster now than organizational
readiness

Impact from a cyber attack is
higher than we think, and
we’re not as ready as we think

Collaboration is key to
cybersecurity readiness for
any county in the US
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A WORLD OF THREATS
Website defacements

Obtain data left undeleted in cloud

Delete or modify data on public site

Malware-directed internal spying

Blocks access to information system

Computing critical data

Phishing attack

Counterfeit website

Obtain unauthorized access

Compromise mission-critical information

Cause disclosure of sensitive information

Compromise key suppliers’ design, manufacturing, or
distribution

Network sniffers intercept communications

Exploits weak or no encryption of information

Obtain sensitive data from publicly-available sources

Counterfeit certificates

Malware via email

Wireless jamming

Multi-staged attacks (e.g. hopping)

Malware via removable media

Denial of Service (Dos) attack

Internal and external attack (mixing physical and
cyber methods)

Dumpster diving (written passwords left exposed)

Distributed Denial of Services (DDoS) attack

Tampered hardware in supply chain

Software collect network traffic data

Physical attack (e.g. bombing)

Fire

Flood

Hurricane

Earthquake

Pandemic

Tornadoes

Zero-day attack

Data scavenging attacks in the cloud

Exploit vulnerabilities in mobile

Wireless sniffers collect data inside facilities (e.g.
key cards)

Physical attack on supporting infrastructure (e.g.
cut power)

Subverted individuals placed into organization

Exploit split tunneling (e.g. entering network
through laptop on public and secure system
simultaneously

Man-in-the-Middle attack (e.g. third party secretly Exploit multi-tendency in cloud (e.g. observes
joins a two-way online engagement)
organizational processes, acquire info, or interfere)

Login/password guessing attack

Hijack IT sessions

Ransomware

Attack timed with critical organizational operation

Malware directs transmission of sensitive
information

Third-party violations to policy or procedure
accessing information

IoT/SCADA compromises

Insider threat

Software releases with malicious code

Cybersecurity readiness
The Cybersecurity and Infrastructure Security Agency (CISA), the Multi-State Information
Sharing and Analysis Center (MS-ISAC), the National Governors Association (NGA), and the
National Association of State Chief Information Officers (NASCIO) came together in July
2019 and identified three critical recommendations regarding cybersecurity.
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Cybersecurity readiness
NACo is working on behalf of counties to provide additional resources and represent the
cyber needs of counties at the national level

NACo Cyber Security

NACo Tech Xchange

The Big Seven National

Priorities and Best

Network

Associations Shared Letter

Practices

of Support

Where are we?

Where do we need to be?

How do we get there?

CYBERSECURITY READINESS IN COUNTY GOVERNMENT
From Baseline Awareness Assessments To Sophisticated Simulation Training
The GOOD

The BAD

The UGLY

The POSSIBLE

The need for cyber risk
preparedness is generally well
understood

Cyber threats are occurring
faster now than organizational
readiness

Impact from a cyber attack is
higher than we think, and
we’re not as ready as we think

Collaboration is key to
cybersecurity readiness for
any county in the US
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21 STEPS YOU CAN TAKE TO REDUCE YOUR RISK

• CYBERSECURITY READINESS
IN COUNTY GOVERNMENT

Cyberattacks have been a thorn in the side of public and private entities for years, but the frequency of these attacks on
local governments has increased significantly. Join your peers in this 3-part interactive discussion on the changing
landscape of cyber risk, assessing your cyber readiness, and building your cyber defense playbook. This session will be cofacilitated by Rita Reynolds, the CIO of NACo, and Tim Rahschulte, the chief executive officer of the Professional
Development Academy and the chief architect of the NACo Cybersecurity Leadership Academy (www.naco.org/cyberskills).
From 1:00 to 1:45 – Part 1

From 2:00 to 2:45 – Part 2

From 3:00 to 4:00 – Part 3

This session will detail the fast-changing
landscape of cybersecurity, the increasingly
sophisticated attacks on county government,
the anatomy of a cyber breach, and what to
do about it all right now. In short, we will
provide expert perspectives on the good, the
bad, the ugly, and what’s possible when it
comes to defending security, safety, and
continuity of your county services.

This session will provide how-to guides to
assess the current level of readiness to defend
and protect the safety, security, and continuity
of your county services. Case based scenarios
and examples will be used to illustrate the
difference between perceived levels of defense
readiness and actual levels applied in practice.
Importantly, we will review all major threats to
better understand the surface of attacks against
business of county service continuity. From that
perspective, we can priority rank the high
impact/high probability risks and then align
defense plans and playbook details accordingly.

From understanding the threat landscape of
cybersecurity (Part 1) and the prioritized threats (Part
2), we can now focus on the details of policies,
procedures, and practices that accompany a cyber
defense playbook – a set of predefined standard
operating procedures (Part 3). For example, do you
know the first three things to do if you are in a
crowded county building and hear a fire alarm or hear
an announcement on the PA system notify you of an
imminent tornado? Of course you do. What if you get a
call from a staff member who says their computer is
not functioning and has a message on the screen that
says: All of your county personnel and customer data
files are encrypted and now unusable. I will provide an
encryption key to unlock all data files when 12 bitcoins
are paid to this account? What are your first three
actions? What does your cyber defense playbook say to
do? Detailing these steps and more toward building a
full playbook is the focus of this webinar.

21 STEPS YOU CAN TAKE TO REDUCE YOUR RISK

• CYBERSECURITY READINESS
IN COUNTY GOVERNMENT

Sample Assessment #1

Sample Assessment #1

Sample Assessment #2
Deeper Dive

NCSR Dashboard

NCSR Areas

How to Use the Tool
• Take the Assessment by Feb 28, 2022 (It is a series of questions)
• The first time through it may take you up to three hours
• Submit the Assessment
• Print out the Report and graphs
• The results will help you set cyber priorities for the coming year
• The results will also give you the data and backup to take to your elected officials when requesting
funding

Collaborate to share best practices, lessons
learned, policy ideas, and to extend
otherwise limited and constrained
resources.

HOW?
Start with an
Assessment and
collaborate with others.

CYBERSECURITY READINESS
IN COUNTY GOVERNMENT
1.

Full system inventory: A list of all assets and devices, including APIs,
software programs, and other tools (local and in the cloud) is available
and regularly updated.
2. Backup and recovery system: All systems and data are cataloged and
ranked as critical priority 1-2-3, and a full back up system is in place and
tested (along with recovery time) regularly.
3. Segmented network access: Critical data are segmented (separated)
from single points of access so that if or when a breach occurs the data
that are accessed is limited.
4. Detection systems: In addition to traditional firewalls, ransomware
protection software and (early) detection system protocols are in place
and tested regularly.
5. Trained workforce: Regular security awareness training (pre-scheduled
and “surprise” attacks) is mandatory and integrated into the business
culture with a mindset of “see something, say something.”
6. Password security: A password management policy exists, is automated,
and is enforced across the entire organization.
7. Viewable file extensions: All computers are configured to show file
extensions (i.e., .doc) and therefore allow users to see a possible
executable file (i.e., .exe) and reduce the chance of someone accidentally
opening a malicious hacker file.
8. Email server controls: Beyond user-level controls, there are up-to-date
antivirus controls and malware software protections on all email servers
and (upstream) verified controls with the ISP.
9. Managing plug-ins: All use of java and flash (and other) plug-ins are
known and managed with the most recent updates.
10. Limiting connectivity: The most critical data are kept on a private
network, not connected to the Internet.

HOW?
Start with an
Assessment and
collaborate with others.
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.

12.

13.

CYBERSECURITY READINESS
IN COUNTY GOVERNMENT

Can you remotely access the security solutions that you use daily to monitor
for malicious behavior on the network and end-user devices such as PCs?
Can you remotely make configuration changes to your security solution set?
Can you remotely upgrade or patch your security solutions set?
Does a PC being located remotely change any of your containment or
eradication processes?
Does the additional IP address added by VPN access affect your ability to map
an IP address to a username?
If you are leveraging user behavior analysis does the fact that the user is now
coming through VPN affect its ability to map the IP address to the end-user?
Can you remotely contain a server by isolating it from the network?
Can you remotely drop a network link to the offices in order to contain a
potential malware outbreak (for example)?
Can you remotely contain a PC and conduct a forensic investigation?
Can you remotely access your critical servers and databases to investigate
potential malicious behavior?
If everyone is working remotely what IP traffic should you be seeing on the
corporate network? This is important if someone has taken advantage of no
one being at the facility.
Are your facilities monitored with security cameras? This is also important to
ensure people are not accessing areas which are normally populated and
restricted.
If you did have to send a team member into the building, have you walked
through who that would be and the escalation and approvals that would be
required to make that happen?

14. Can your team members answer calls to their work phone numbers remotely or
do they need to forward their desk phones to their cell phone in case of an
event?
15. Is there a delay or impact on any major security projects or initiatives that were
underway? If they are critical, are there steps you can take to make progress to
their implementation?
16. Have you notified your MSP partners?
17. Have you thought through how you would conduct daily updates and team
meetings remotely?
18. Do you need to adjust any of your incident response plans to account for
everyone being remote?
19. Does the network have the bandwidth to handle daily updates, i.e. antivirus,
anti-malware, application patches going out to every PC remotely or do you
need to stagger them throughout the day, or potentially days to account for the
network limitations?
20. If any new hires are scheduled to start during this remote period, how will they
be onboarded and the security surrounding their machine and her user ID be
handled?
21. How will the chain of custody be handled if a PC forensics investigation is
required?
22. For any security equipment that is on-premises, how are the environmental
conditions being monitored temperature, humidity, etc.?
23. Should the worst case happen and one of your team members is unable to
work, is your team sufficiently cross trained on the various security solutions so
someone could take on that person’s duties?
24. There are multiple members of your team who are no longer able to work. Do
you have a Managed Security Services Provider (MSSP) on standby to take over
their duties? o If yes, what order of priority?
25. Will on premise equipment managed by IT continue to be patched such as
servers network devices, storage arrays, etc.?

HOW?
Collaborate!!!
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This session will detail the fast-changing
landscape of cybersecurity, the increasingly
sophisticated attacks on county government,
the anatomy of a cyber breach, and what to
do about it all right now. In short, we will
provide expert perspectives on the good, the
bad, the ugly, and what’s possible when it
comes to defending security, safety, and
continuity of your county services.

This session will provide how-to guides to
assess the current level of readiness to defend
and protect the safety, security, and continuity
of your county services. Case based scenarios
and examples will be used to illustrate the
difference between perceived levels of defense
readiness and actual levels applied in practice.
Importantly, we will review all major threats to
better understand the surface of attacks against
business of county service continuity. From that
perspective, we can priority rank the high
impact/high probability risks and then align
defense plans and playbook details accordingly.

From understanding the threat landscape of
cybersecurity (Part 1) and the prioritized threats (Part
2), we can now focus on the details of policies,
procedures, and practices that accompany a cyber
defense playbook – a set of predefined standard
operating procedures (Part 3). For example, do you
know the first three things to do if you are in a
crowded county building and hear a fire alarm or hear
an announcement on the PA system notify you of an
imminent tornado? Of course you do. What if you get a
call from a staff member who says their computer is
not functioning and has a message on the screen that
says: All of your county personnel and customer data
files are encrypted and now unusable. I will provide an
encryption key to unlock all data files when 12 bitcoins
are paid to this account? What are your first three
actions? What does your cyber defense playbook say to
do? Detailing these steps and more toward building a
full playbook is the focus of this webinar.

A WORLD OF THREATS
Website defacements

Obtain data left undeleted in cloud

Delete or modify data on public site

Malware-directed internal spying

Blocks access to information system

Computing critical data

Phishing attack

Counterfeit website

Obtain unauthorized access

Compromise mission-critical information

Cause disclosure of sensitive information

Compromise key suppliers’ design, manufacturing, or
distribution

Network sniffers intercept communications

Exploits weak or no encryption of information

Obtain sensitive data from publicly-available sources

Counterfeit certificates

Malware via email

Wireless jamming

Multi-staged attacks (e.g. hopping)

Malware via removable media

Denial of Service (Dos) attack

Internal and external attack (mixing physical and
cyber methods)

Dumpster diving (written passwords left exposed)

Distributed Denial of Services (DDoS) attack

Tampered hardware in supply chain

Software collect network traffic data

Physical attack (e.g. bombing)

Fire

Flood

Hurricane

Earthquake

Pandemic

Tornadoes

Zero-day attack

Data scavenging attacks in the cloud

Exploit vulnerabilities in mobile

Wireless sniffers collect data inside facilities (e.g.
key cards)

Physical attack on supporting infrastructure (e.g.
cut power)

Subverted individuals placed into organization

Exploit split tunneling (e.g. entering network
through laptop on public and secure system
simultaneously

Man-in-the-Middle attack (e.g. third party secretly Exploit multi-tendency in cloud (e.g. observes
joins a two-way online engagement)
organizational processes, acquire info, or interfere)

Login/password guessing attack

Hijack IT sessions

Ransomware

Attack timed with critical organizational operation

Malware directs transmission of sensitive
information

Third-party violations to policy or procedure
accessing information

IoT/SCADA compromises

Insider threat

Software releases with malicious code

• Ransomware and hacking have been a thorn in the
side of public and private entities for some time, but
in recent years, the frequency of these attacks on
local governments has increased, ensnaring
jurisdictions from coast to coast.
• Necessitates the need for regular table tops

Your Cyber Scenario . . . .
SCENARIO:

You just received an emergency call from your IT staff in charge
of cyber security who informed you that your most critical data
servers have been breached including your website, all of
which are now being held for ransom.

QUESTION:

Based on this ransom attack scenario, what are the first three
plays (or calls) detailed in your cyber preparedness, defense,
and recovery playbook?
1. ________________________
2. ________________________
3. ________________________

Your Cyber Scenario . . . .
FOLLOW UP QUESTIONS:

After you execute the plays necessary to recover data from the
ransom, how do you recover your brand?

How do you regain trust from the diverse stakeholders in your
ecosystem – your vendors, suppliers, partners, community
constituents, governance committees, community members,
employees?
Ans: ________________________

Your Cyber Scenario . . . .
FOLLOW UP QUESTION:

Name the most effective, and most vulnerable, perimeter
defense mechanism securing your data assets today?

[HINT – there is a single word, ‘right’ answer to this question.]

Ans: ________________________
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Playbook – Key Points
Playbook - Policies, Procedures, Practices
• Policy, procedure and practice start before there are incidents
• Testing is critical
• Having the team identified ahead of time is vital
• Follow the checklist
• Document all security incidents, regardless of severity

Policies
What policies should you have
• Acceptable Use
• Privacy Policy (many already have
through HR and because of HIPAA
• Password Policy
• Access Control
• Security Incident Policy and Form

Security Incident Policy Contents
• Purpose
• Definitions
• Checklist
• Scope
• Guidelines
• Process
• Department Responsibilities
• Plan
• Checklist
• Form

Security Incident Form – 1st Part
Incident Form:
• Used for all incidents
• Documents Situation

Security Incident Form – 2nd Part
Sensitivity of Data

Incident Form:
• Data Category Section
• Who has been
Notified
• Incident Details
• What Steps have been
taken

Category

Example

Public

This information has been specifically approved for public release by
Commissioners or Courts. Unauthorized disclosure of this information will not
cause problems for the County, its customers, or its business partners. Examples
are brochures and material posted to the County web pages. Disclosure of
information to the public requires the existence of this label, the specific
permission of the information Owner, or long-standing practice of publicly
distributing this information.

Internal Use Only

This information is intended for use within the County or between
departments/offices/courts, and in some cases within affiliated organizations,
such as business partners. Unauthorized disclosure of this information to
outsiders may be against laws and regulations, or may cause problems for the
County, its customers, or its business partners. This type of information is already
widely distributed within the County, or it could be so distributed within the
organization without advance permission from the information owner. Examples
are a telephone book and most internal electronic mail messages.

Restricted/Confidential

This information is private or otherwise sensitive in nature and must be
restricted to those with a legitimate business need for access. Unauthorized
disclosure of this information to people without a business need for access may
be against laws and regulations, or may cause significant problems for the
County, its customers, or its business partners. Decisions about the provision of
access to this information must be cleared through the information owner.
Examples are customer transaction account information and worker performance
evaluation records. Other examples include citizen data and legal information
protected by attorney-client privilege.

(Privacy Violation)

Unknown/Other

Describe in the space provided

Playbook – When to Implement
IT receives an email, phone call, or text that a staff
person has clicked on an email they shouldn’t have.
IT “cleans” up the
workstation. Run
scans

IT determines the
email contained
malware

Full
Playbook
Initiated

Malware
Discovered

All
Clean
Write-Up
Security
Report

Incident Closed

Playbook – Severe Incident: Activate the Team
Assemble the Team
The incident response team needs to be put in place prior to an incident occurring. Various levels of
personnel and departments need to be involved to ensure company-wide understanding and participation.
The incident response team should include:
CEO/CTO: CEO/CTO react to the malicious messages throughout the organization and communicating with
the board.
IT Department: It is important to have the technical leader and members of the IT department to put their
input on the plan, but it cannot be solely their responsibility.

Communications/Public Relations: It is necessary to deal with the potential media coverage and the agree
on the message to be communicated to the public.
Legal Counsel: Having a lawyer involved provides legal insight and the impact of the incident response.
Moreover, they ensure that the incident response meets compliance and regulatory requirements
Insurance: Initiate the call to cyber insurance coverage

Playbook – Data Asset Inventory
• Survey what data
matters to
• You
• The Department
Head
• The Elected
Officials
• Who needs access to it
• Where is it kept
• What privacy
safeguards does it
require

Playbook: Practice
• Phishing Exercises
• Regular Employee Trainings
• Virtual Learning Management System that
includes test and certificate
• Security Awareness Clips
• Table Tops
• FEMA Tabletops
• CISA Tabletops
• NACo-HPLA Cyber Simulation: Nov 29-Dec 3

https://www.wizer-training.com/

Cybersecurity Incident Review

Third Party Data Breach

Incident Summary:
• Employees reported legitimate looking emails with suspicious content from
external partner agency
• Emails targeted multiple county departments, two external partner agencies, and
included email content spanning seven months
• Emails received at the county included questionably sensitive data with
suspicions of non-public data
• Malware (trojan) found on one or more external agency PCs
• County network not directly breached

This document contains security information as defined in MN Statute §13.37, Subd. 1(a).
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Cybersecurity Incident Review

Third Party Data Breach

Agency Profile:
•
•
•
•

Close county partner with daily communications
Contracted IT services with small, local business
Receives and collaborates non-public county data regularly
Hosted email with a non-compliant internet/mail provider
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Cybersecurity Incident Review

Third Party Data Breach

Challenges:
• Contracted IT support not familiar with government data breach incident
requirements
• Strained working relationship and communication challenges between county
and agency
• No agreement covering this type of incident or data
• No direct access to technology environment to investigate
• Investigation limited to what we could see in our quarantine
• Unknown amount of data and unknown classifications of data breached
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Cybersecurity Incident Review

Third Party Data Breach

Key Lesson Learned:
Counties need detailed agreements with data sharing partners
•
•
•
•
•

Do not assume other agencies are secure or prepared for an incident
Define county data, ownership and legal responsibilities
Establish minimum data security and incident response requirements
Breach of county data does not require a county system to be directly attacked
A data breach at a third-party agency which includes county data may still put
liability with the county
• Offer IT services, hosted email, security assistance, etc. to partner agencies
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CYBERSECURITY READINESS
IN COUNTY GOVERNMENT

Additional Resources
NACo Tech Xchange – Discussion Group and Portal library of resource policy templates (No Cost)
NACo Enterprise Cybersecurity Leadership Academy – Online cyber leadership training
MS-ISAC/EI-ISAC – Multi State Information Sharing and Analysis (No Cost Membership and home
for the National Cybersecurity Security Review)
CISA – Cybersecurity and Infrastructure Security Agency (No Cost Scanning and other tools)
FEMA - Tabletops

