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Why Are We Here?
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Materiality



Materiality Threshold (SBOA Directive 2015-6)

Indiana Code § 5-11-1-27(j) states:

All erroneous or irregular material variances, losses, shortages, or thefts
of political subdivision funds or property shall be reported immediately
to the state board of accounts. For all material variances, losses,
shortages, or thefts, the state board of accounts shall:
(1) determine the amount of funds involved and report the
amount to the appropriate government and law enforcement
officials;
(2) determine the internal control weakness that contributed to or
caused the condition; and
(3) make written recommendations to the appropriate legislative
body or appropriate official overseeing the internal control
system addressing:
(A) the method of correcting the condition; and
(B) the necessary internal control policies and internal
control procedures that must be modified to prevent a
recurrence of the condition.
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Materiality - Approach

‘ Determine Calculation Base for County and Significant Reporting Units

‘ Create Initial Estimates of Materiality
‘ Consider Qualitative and Quantitative Factors
‘ Apply Judgment (Consider Reputation Risk)

‘ Determine Materiality (Cash, Non-Cash) and Document your Approach

©2016 Crowe Horwath LLP 8



Determine Calculation Base and Initial Estimates

s Base

* Number for which to base calculation on
* Prior year actual expenditures
» Current year budgeted expenditures
» Other

» Estimates of Materiality

» Suspected Fraud Materiality
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Qualitative and Quantitative Considerations

« Employee turnover

* Number of people in a Department or function

» Changes in operations

* Political sensitivity

» Centralized vs decentralized operational structure
 Quality of internal controls (checks and balances)
 VVolume of cash transactions

« Complexity of transactions and activities

« Complexity of financial reporting and compliance
» External regulators

 Inherent susceptibility to fraud

» Security of non-cash assets

* Increase and/or reduce materiality

©2016 Crowe Horwath LLP
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Apply Judgment (Consider Reputation Risk)

e Level of Comfort

» Determine County — Level Threshold
» Consider impact on reporting units

©2016 Crowe Horwath LLP
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Materiality Thresholds

» Cash Transactions
» Bank reconciliation differences, cash drawer shortages, billing or vendor payment discrepancies, system errors. No fraud
or theft suspected. Human error.

* Non-Cash Transactions
 Lost equipment. No fraud or theft suspected.

* Fraud/Theft/Abuse — Always zero

©2016 Crowe Horwath LLP
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Documentation
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MATERIALITY CALCULATION
Current Year Budget Expenditures 5 30,000,000
Prior Year Actual Expenditures B 27,500,000

Review the expenditure figures above to defermine the dollar value of
expenditures to be vsed as & bazizs for the materiality calculation.

Materiality Expenditure Basis | 5 30,000,000

Materiality Analysis and Assessment

Materiality Range
1% Lower Risk 5 3,000
5% Higher Risk b 12,000

Uzing the materizlily ranges noted above along with consideration of other
factors impacting materiality, judgments!ly determine an appropriate
materiality level.

Cash Materiality Threshold (Input) $ 6,000
Cash Materiality Percentage 0.0200%
Hon-Cash Materiality Threshold (Input) % 10,000
Hon-Cash Materiality Percentage 0.0333%
[tems Considered in Aseeesing Materiality

1. KKK

2. KK

3. KKK
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Materiality Policy

» Designation of point person(s)/position

 Log-in all incident reports for permanent record

* Investigate the nature and cause of the incident

» Measuring the actual or potential dollar amounts at risk

» Actual knowledge or reasonable cause that there is misappropriation of public funds?
» Determine reporting/actions to SBOA and Appropriate Officials

 Create corrective action plan and/or document resolution

 Design and implement or update internal controls to prevent and mitigate future risk

« Maintain a centralized repository for documentation and resolution
 Policy document
» Support for materiality determination
eStandard forms for reporting

i nci dent s

©2016 Crowe Horwath LLP
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Internal Controls



What are Internal Controls?

» Reasonable assurance the mission and objectives of an organization will be achieved.

* Reduction of risk associated with fraud as well as a safeguard of resources against loss due to waste, abuse,
mismanagement, or errors.

» Check and balance system over operations, promoting operational effectiveness and efficiency.

 Reliable financial and management data; ensures accuracy and timeliness in reporting; and promotes
compliance with laws.

©2016 Crowe Horwath LLP
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Why are Internal Controls Important?

NYTIMES.COM | BY STEVEN

Former Official Pleads Guilty to Defrauding Illinois Town of $53
Million @ Wit

Rita A. Crundwell, former comptroller of Dixon, lIl., is said to have used the money to pay for a
lavish life and a horse-breeding business.

YACCINO
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Government Contractor In Huntsville Pleads Guilty In $14
Million Fraud Scheme

FOR IMMEDIATE RELEASE
August 15, 2013

BIRMINGHAM — A federal sovernment contractor in Huntsville pleaded guilty today in federal court to
charges related to a scheme to defraud the government of nearly $14 million in contract payments over six

years.

JOSEPH SHANE TERRY, 40, of Meridianville, Ala., and sole owner of Government Technical Services,
entered his plea before U.S. District Judge R. David Proctor to charges of wire fraud, false statements to
the Small Business Administration, false statements on loan applications, and money laundering. As part
of his plea agreement, Terry is to forfeit a minimum of $1 million to the government as proceeds of illegal
activity. No sentencing date has been set.
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Uniform Internal Control Standards

. provides that through the compliance guidelines authorized under
state board of accounts shall define the acceptable minimum level of internal control standards for internal
control systems of political subdivisions, including the following: (1) Control Environment. (2) Risk
Assessment. (3) Control Activities. (4) Information and Communication. (5) Monitoring.

* In response, the SBOA developed the
manual, which contains the acceptable minimum level of internal control standards.

©2016 Crowe Horwath LLP
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http://www.ai.org/sboa/5072.htm

COSO Principles and Elements

©2016 Crowe Horwath LLP

Control

Environment

Risk Assessment

Control Activities

Information &
Communication

Monitoring
Activities

—

S

Demonstrates commitment to integrity and ethical

values
Exercises oversight responsibility

Establishes structure, authority and responsibility

Demonstrates commitment to competence
Enforces accountability

oo~

Specific suitable objectives

Identifies and analyzes risk

Assesses fraud risk

Identifies and analyzes significant change

10.
11.

12.

Selects and develops control activities
Selects and develops general controls over
technology

Deploys through policies and procedures

13.
14.
15.

Uses relevant information
Communicates internally
Communicates externally

16.
17.

Conducts ongoing and/or separate evaluations

Evaluates and communicates deficiencies
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Control Objectives

* Internal controls support achievement of objectives.

» Objectives originate from your purposes and functions; detailed in laws, regulations, ordinances, and control
standards, etc.

» Objectives are set at both the entity/department/fund level by the oversight body and management and must
be viewed from a holistic, interrelationship approach.

» Three broad categories of objectives which help to clarify the objective setting process:

» Operations objectives which are designed to analyze operational and performance goals along with the effectiveness and
efficiencies of operation, including the safeguarding of assets.

* Reporting objectives which are designed to consider both financial and non-financial information, internal and external to
the unit, with an expectation of reliability, accountability and transparency.

« Compliance objectives which are designed to assure adherence to laws and regulations.

©2016 Crowe Horwath LLP 20



Risk Assessment

 Risk based approach to determining essential internal controls.

» Group brainstorming sessions:
» Assemble group of key participants throughout the organization
« Facilitate brainstorming session to identify key risks for the organization
» Focus on transaction cycles, entity-wide risks, and IT Risks
« Summarize risks and classify based on importance (significant risk, fraud risk)

* Risk Response:
« |[dentify internal controls (risk response) used to mitigate likelihood of risk occurrence to acceptable level
« Identify internal controls from perspective of operations, financial reporting, and compliance

* Why:
 Satisfy Risk Assessment Element of minimum standards (Principles 7 and 8)
» Cost benefit of controls implementation/documentation

©2016 Crowe Horwath LLP
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Transaction Cycle
Entity-Wide

Amount
MIA

Financial
Rizk

Risk Assessment Documentation

Volume of

Transactions Quantitative

RISK ANALY 51S

Quantitative Risk Assessment

Ovwerall

Qualitative Risk Assessment
Objectives

Complexity Operations

Reporting

Owerall

Compliance Qualitative

Overall Risk
Aszzeszment

Revenue/Receipts:
Property Tax 5 3,500,000
County Option Tax 500,000
User Fees 350,000
Fines and Penalties 55,000 Lower
State Grants 60,000
Other 20,000
Total 5 4 485,000
Expenditure/Expense:
Payraoll 5 1,000,000
Personnel Benefits 300,000
Debt Senvice 500,000

Caonstruction

65,000

Professional Senvice

250,000

Supplies

150,000

Other

90,000

Tuotal

2,355,000

Rizk ldentification

Control
Rizsk Number Transaction Cycle Objective Fraud Risk Humber Specific Risk
2016-001 Fines and Penalties| Operations Yes Receipts 1 |Risk of loss due to cash drawer theft
2016-002 Other Reporting Mo
Other Compliance

©2016 Crowe Horwath LLP
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Case Study 1

* What are the risks and the related internal controls * Risks
a grocery store should implement if they have self- « Item theft, pretending to scan items
checkout stations? * lllegal purchases by minors (compliance risk)

* Internal Controls
* Employees monitoring checkout stations
» Weighing bags

» Balancing cost/benefit with public accountability. For a grocery store, the cost/benefit of inventory loss vs.

personnel costs for checkout lanes must be weighed. For governments, cost/benefit analysis must be
balanced with public accountability.

©2016 Crowe Horwath LLP
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Internal Control Technigues

e Pervasive Controls

» General controls designed to manage and monitor the control environment as a whole, as opposed to managing specific
transactions. Pervasive controls are often referred to as entity level controls.
» Board oversight (tone at the top)
» Risk assessment processes

* Transaction Controls
» Controls designed to mitigate a risk over a single activity or a specific transaction.

©2016 Crowe Horwath LLP
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Transaction Controls

©2016 Crowe Horwath LLP

Obtain the prescribed approvals to follow approved policy and
procedure documents.

Establish transaction and document controls used for logging and
tracking activities as they occur.

Match and compare internal or external data to other support to

and reconcile transactions.

Verify data input and processing results for accuracy and
authorization.

Establish processing and transmission control totals to
automatically update, validate and manage entries.

Recalculate computations and re-perform processing to verify
transactions.

Report and resolve exceptions to detect and correct errors.

Perform reconciliations to verify the integrity of the amounts
recorded and address issues noted in a timely manner.

Independent verification occurs to segregate authorization and
verifications.

25



Documentation of Internal Controls

* Documentation may be maintained in a variety of ways. Best practices promote that documentation:

» Provides adequate audit evidence that management has identified significant internal controls in place within the
organization to manage operations, reporting, and compliance risk

« Satisfies minimum internal control standards
* Identifies responsible people/position for each internal control

* |[dentifies interrelationship of internal controls to key risks
 Clearly delineates what you actually do

» Able to be re-performed/monitored

©2016 Crowe Horwath LLP
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Internal Controls Documentation

*Si mpl e

s o |

ut i

on ... uUSsSe a

spreadsheet

CO30 Element Example Control Current Actual Control Correctire Action L] Implementation Date Rizk &
Dezcription Hon -key
Mlanagement dezignz
i Receipts - General Control Activitics 10 cn::ntrol au_:twl_tl-:s 1] The rezponzibility for collecting money and izzuing recc_:lpt; iz segregated from those preparing the bank
achieve objectives and deposit.
respond o risks.
Mlanagement dezignz
2 Receipts - General Control Activitics 10 cn::ntrol au_:twl_tl-:s 1] The rezponzibility for making bank deposits is si.tgregated from those preparing the monthly bank
achieve objectives and recondcilement.
respond ko risks.
T:::E:,‘i?::it-,-dc:-l%gs One employes will prepare the bank deposit. & second emplopee will recheck the accuracy of the deposit
3 Receipts - General Control Activities 10 achieve ob'ectwc: and and a third employes will make the deposit at the bank. Duplicate receipts are returned o the emploge:
[ctives who performs the reconcilement.
respond ko risks.

©2016 Crowe Horwath LLP
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Internal Controls Documentation

Minimum Standard

e Internal Control COSO Element
* Internal Control COSO Principle
« Example Internal Control

Risk Based
» Key Risks ldentified

©2016 Crowe Horwath LLP

Documentation

* What is the actual internal control in place?

* Is the internal control key to the entities operating
environment?

» What key risks does the internal control align with
(if any)?
* Who is responsible for the internal control?

* If segregation of duties, who has responsibility for
preparation and review?

* What is the frequency of internal control (daily,
weekly, annual)?

» What evidence is in place to support the internal
control?

28



Adoption of Minimum Standards

« “ Aatminimum, the legislative body shall stipulate in a policy that they have adopted the internal control
standards as defined by the SBOA under IC 5-11-1-27(e) . ”

‘i n a policy” can be an ordinance, resolution or evVeEe

* By December 31, 2016.

©2016 Crowe Horwath LLP 29



Case Study 2

A local park collects donations through a donation
box at the entrance to the park. What internal
controls could be implemented to prevent the risk of
misappropriation of donations both from external
and internal parties?

©2016 Crowe Horwath LLP

* Internal Controls
» Locked/secured donation box
 Surveillance cameras
« Removal of cash on a regular basis
» Segregation of duties over cash removal

30



Case Study 3

» County ABC receipts cash within their public safety department.

©2016 Crowe Horwath LLP
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Training
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Training

Who should be trained?

 An officer or employee of a political subdivision
whose official duties include receiving, processing,
depositing, disbursing, or otherwise having access
to funds that belong to the federal government,
state government, a political subdivision, or another
governmental entity IC 5-11-1-27(c) . ”

e Funds:
e Cash
» Assets valued over threshold limit

©2016 Crowe Horwath LLP

When should training occur?
* By December 31, 2016

What is training methodology?

* Minimum: SBOA Video
 Additional training as desired

33



Training Resources

Internal Controls Webinar Q ~»

- Emphasizes importance of quality information
-Volume and sources
- Complexity of processes

- Technology advanceq
ith 3 party vendors

- Greater interaction w

The SBOA has designated the following training materials on internal controls:

» Internal Control - Integrated Framework (2013) by the Committee of Sponsoring Organizations of the Treadway
Commission (COSO).

+ Guidance papers, principals, or frameworks on Governance and Operational Performance, Internal Controls, Enterprise Risk
Management, or Fraud Deterrence by COSO.

» Standards for Internal Control in the Federal Government (the "Green Book”) set forth by the Comptroller General of the
United States.

©2016 Crowe Horwath LLP
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Timeline
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Timeline of Requirements

November 1, 2015

SBOA defines Minimum
Internal Control Standards
and procedures

©2016 Crowe Horwath LLP

December 31, 2016

Counties adopt Minimum
Internal Control Standards,
train personnel, and begin

implementing Minimum

Internal Control Standards

March 1, 2017

Counties certify Minimum
Internal Control Standards
have been adopted and
personnel have been trained



County Government



Structure

Citizens

County

Commissioners County Council

Health and Human
Services

Election and Voter Administration of County
Registration Board Justice Administration

Parks and Planning

Sy Seness Recreation Commission

Public Safety

Director

Planning
Department

Building
Department

e Zoning

©2016 Crowe Horwath LLP 38



Issues Unique to Counties

» Separately elected officials
» Multiple bank accounts utilized
» Lack of common controls

* IT systems unique to individual Departments

©2016 Crowe Horwath LLP
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What Should You be Doing Now?

 Planning
« |[dentify team/key individuals
» Obtain buy-in of all parties
» Assess what documentation may already be in place

» Materiality policy and adoption of minimum standards

* Focus on areas of greatest risk first
» Review prior audit reports and management letters when determining key risks

» Begin training personnel on minimum requirements

©2016 Crowe Horwath LLP
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SBOA Resources

FOR INDIANA PoLiTicAL SUBDIVISIONS

Paul D. Joyce, CPA
State Examiner

Septemper 2015

INTERNAL CONTROL STANDARDS
Standards

UNiForRM INTERNAL CONTROL STANDARDS
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Green Book
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Gﬁa By the Compftroller General of the
United States

e Standards for
Internal Control
in the Federal
Government
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COSO Resources
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RS

Internal Control — Integrated Framework

internal Control over External Financial Reportiag:
A Compendium of Approaches and Examples

May 2013
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Open Discussion
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Crowe Horwath.

Thank you

Crowe Horwath LLP Contacts:

Tim Berry Scott Nickerson
Phone +1 317 677 1933 Phone +1 317 706 2693

Herschel Frierson Brandon Reed
Phone +1 317 269 2377 Phone +1 217 862 2706

In accordance with applicable professional standards, some firm services may not be available to attest clients.

This material is for informational purposes only and should not be construed as financial or legal advice. Please seek guidance specific to your organization from qualified advisers in your jurisdiction.
© 2016 Crowe Horwath LLP, an independent member of Crowe Horwath International
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